Walter Details
Commercial Smart Water Monitoring System by Smoky Tech Labs
Document purpose: This document explains the Walter smart water system in easy language. It describes the product, the three hardware nodes, the customer app, the information shown on every app screen, QR registration, pump control, voice and display behavior, security, setup, support, and normal operating behavior.
Privacy note: This guide intentionally does not include passwords, private tokens, service-account keys, private the servers credentials, or any other secret manufacturing values. It describes the system without exposing sensitive information.
Executive summary
Walter product range
Smoky Tech Labs offers Walter in two product levels. Standard Walter is the regular production version for homes, rental properties, apartment or housing sites, farms, offices, shops, and small commercial water systems. Walter Pro is the larger deployment version for very large commercial facilities, industrial sites, campuses, hospitals, hotels, public infrastructure, and government places. Walter Pro projects require prebooking before supply or installation so the system can be sized and planned correctly.
Walter, made by Smoky Tech Labs, is a real commercial smart water tank monitoring and pump-control product. The standard Walter version serves homes, rental properties, and small commercial sites. For very large commercial facilities, industrial water systems, campuses, and government locations, Smoky Tech Labs provides the Walter Pro version. Walter Pro installations require prebooking so the hardware, capacity, engineering, installation, and support plan can be prepared for the site.
The product is built around a simple customer experience. A customer signs in, scans a short-lived Walter access QR code, and sees the device in the My Walters list. From there the customer can view live readings, review recent water usage, inspect device health, request a pump action, change approved settings, read alerts, and remove the Walter link from their account.
Walter is designed so that the mobile app can request a motor action but cannot force an unsafe action. The Base Node checks the request and the physical conditions before operating the relay. If the tank is full, the sensor is not valid, the command is old, or the system is not healthy, the pump remains off or is stopped.
Walter in one sentence
Walter is a connected water assistant that makes tank level, pump status, usage, alerts, and device health visible while keeping motor safety local to the hardware.
Main product goals
Make tank monitoring simple and understandable.
Reduce unnecessary manual tank checks.
Give customers clear app and onsite feedback.
Prevent unsafe or stale pump commands.
Use secure QR ownership instead of manual secret entry.
Support multiple linked Walters and authorized users.
Keep normal runtime operation compatible with the the servers free plan.


1. Complete Walter architecture
Walter uses three independent ESP32 nodes. Each node has one main responsibility and its own trusted device identity. The three nodes work together through the Walter data service and the servers.
	Node
	Main job
	Information or action

	Top Node
	Measure the tank
	Ultrasonic distance, percentage, sensor validity, tank health

	Main Node
	Give local feedback
	LCD display, audio announcements, network and system status

	Base Node
	Protect and control the pump
	Relay state, motor commands, acknowledgements, stop reasons


Top Node: tank measurement
The Top Node is installed near the tank and uses an ultrasonic distance sensor. It measures the distance from the sensor to the water surface. Walter converts that distance into a tank percentage using the configured empty and full distances.
To improve stability, the firmware takes several readings, sorts them, and uses a stable median-style result. It rejects readings that are physically impossible, outside the configured sensor range, or an implausible sudden jump. The sensor status can report normal operation, startup, sensor error, configuration error, unstable reading, or a rejected jump.
Publishes water percentage and measured distance.
Reports whether the sensor is online and the measurement is valid.
Sends timestamps so the app can detect stale data.
Reports sensor failures and health information.
Reads approved tank calibration settings from the shared configuration.
Main Node: display and voice
The Main Node reads current Walter status and provides information onsite. Its LCD can show tank level, motor state, connection state, and warnings. Its audio module can play configured announcements or alert tracks. Audio can be enabled or disabled in settings.
Base Node: motor safety authority
The Base Node drives the isolated motor relay. It starts with the relay OFF before network services begin. It reads valid motor requests, checks their age and format, checks sensor freshness and system state, and then decides whether the relay can change.
The app never bypasses this authority. A successful app request means that a request was sent; it does not mean the physical pump has already started. The app waits for Base Node acknowledgement and displays the resulting state.


2. How the Walter customer app works
The customer app is a our Walter app. It initializes the Walter environment and connection to the servers, observes authentication state, and then shows the customer experience only after the account state is known.
Startup and sign-in behavior
The app starts and initializes the our Walter app and Walter services.
It checks the configured environment and connection to the servers.
While authentication is being checked, the user sees an Initializing state.
If connection startup takes too long, the app shows an initialization error and a Retry action.
If no user is signed in, the app shows the sign-in screen.
If production requires a verified email and the account is not verified, the app shows an email verification message.
After successful sign-in, the user enters the main Walter navigation.
The app uses authenticated access. Device data is not intended to be globally visible. The signed-in user sees only Walters they own or have been explicitly linked to.
My Walters home screen
The My Walters screen is the customer starting point. It loads the user’s linked Walter list in real time. A plus button opens Add New Walter. If there are no linked devices, the screen gives the user a clear path to register one.
Each Walter card can show the device name or ID, online or offline status, model, water level percentage, water height, pump ON or OFF state, battery value when available, signal description, installation location, firmware version, and the relative time of the last update. Selecting a card opens the detailed dashboard.
What online means
The app does not treat any old value as live. A device is considered online only when the sensor status is valid, the sensor is online, the measurement is marked valid, and its timestamp is fresh. If those checks fail, the app shows a safe unavailable or offline state rather than pretending that old data is current.
Multiple Walters and sharing
The account can contain more than one Walter. A primary owner can remain responsible for the device while additional authorized users can be linked for monitoring and approved actions. Linking a user does not allow that user to silently change ownership.


3. Device dashboard: every screen explained
Opening a Walter from My Walters shows four dashboard tabs: Live, Analytics, Controls, and Device. The dashboard listens for database updates so the visible values can refresh as the hardware reports new information.
Live tab
The Live tab gives the most important current information in a vertical set of status cards.
	Displayed item
	What it means

	Tank level
	Current tank percentage when measurement data is valid; otherwise Unavailable.

	Status
	Online when sensor data is valid and fresh; otherwise Sensor unavailable.

	Height
	Measured distance or water height information in centimetres when valid.

	Remaining
	Estimated remaining water volume in litres when reported.

	Pump
	Current physical motor state, ON or OFF.

	Device health
	Current sensor or system health text.

	Top Node
	Health and heartbeat for the tank sensor.

	Main Node
	Health and heartbeat for LCD and audio.

	Base Node
	Health and heartbeat for motor control.

	Firmware, location, last update
	Device metadata useful for support and installation.


Analytics tab
The Analytics tab reads daily usage data and builds a seven-day view. It displays total usage for the last seven days, today’s usage, and a bar chart with one value for each day. Missing daily records are treated as zero rather than causing the chart to fail.
Analytics helps the user understand normal water usage and notice unusual changes. It is an information feature; it does not replace the Base Node safety rules or a physical inspection of the water system.
Controls tab
The Controls tab shows pump mode, current pump status, motor alert or stop reason, and command state. It can show Manual or Automatic mode, Running or Stopped, no alerts or a specific stop reason, and whether the Base Node has acknowledged the latest request.
The Start Pump action is enabled only when the tank reading is current, the Base Node is online, and another command is not already pending. Starting the pump requires confirmation. After the request is sent, the app tells the user that it is waiting for Base Node acknowledgement.


4. Controls, settings, and full operating behavior
Pump controls
The customer can request Start Pump or Stop Pump from the Controls tab. Stop is treated as the safer action and does not require the same start confirmation. A command failure produces an app message, while a successful request produces a waiting-for-acknowledgement message.
A command is not considered complete until the Base Node processes it and reports the resulting state. Commands are designed to be explicit, short-lived, uniquely identified, and protected against rapid repeats. The system also limits how often motor commands can be sent.
First-Time Setup and Device Settings
Device Settings lets an authorized user configure the values used by the ESP32 nodes and the app. The settings screen loads existing values, validates new values, saves them to the device settings path, and creates a settings alert so the nodes know that new configuration is available.
	Setting
	Purpose

	Daily Goal (L)
	Expected daily water usage target for comparison and planning.

	Tank Capacity (L)
	Total estimated capacity used for remaining-water calculations.

	Empty Distance (cm)
	Sensor distance that represents the empty tank reference.

	Full Distance (cm)
	Sensor distance that represents the full tank reference.

	Max Change (cm)
	Largest accepted level change used to reject sudden implausible readings.

	Stop At (%)
	Fill threshold at which automatic filling should stop.

	Refill Below (%)
	Low threshold below which automatic filling may begin.

	Max Run (min)
	Maximum continuous motor runtime before safety stop.

	Enable pump control
	Master switch for pump control; should stay off until commissioning is complete.

	Automatic filling
	Allows automatic mode when pump control is enabled and level is below threshold.

	Audio announcements
	Turns local audio announcements on or off.


The settings form rejects invalid values. For example, capacity and daily goal must be positive, full distance must be smaller than empty distance, refill level must be below the stop level, and maximum motor runtime must remain within the allowed range. This prevents unsafe or nonsensical configuration.
Manual and automatic modes
Manual mode means the user requests pump operation directly. Automatic mode allows the system to use the configured refill and stop thresholds, but the Base Node safety checks still apply. Automatic mode does not remove sensor, freshness, runtime, or relay protections.
Removing a Walter
The Device dashboard includes a remove or unlink action. The app asks for confirmation. Removing a Walter unlinks it from the current account; it does not physically erase the device and does not automatically give control to another person. A properly authorized registration process can link it again later.


5. QR generation and registration in full detail
Walter uses QR registration so customers do not need to enter manual device IDs, factory passwords, or private manufacturing credentials. The QR is created for a specific device and is valid only for a limited period.
How the Boss app generates the access QR
The Boss app loads Walter device records and identifies whether each device is registered or unregistered.
For a valid Walter ID, the app requests a registration token for that particular device.
The token has a short validity period. In the current product flow, the access QR is intended to be valid for about one hour.
The Boss app renders the returned registration payload as a QR image.
The screen tells the operator whether the QR is ready, still being generated, or failed.
The QR is shown only as an access mechanism; private credentials are not printed into this document.
What the QR represents
The QR contains a structured registration payload with a Walter device ID, token identifier, opaque token value, and expiry information. These values are used by the app and database rules to prove that the code was issued for the intended Walter and is still active.
Customer registration sequence
The customer signs in to the Walter app.
The customer opens My Walters and selects Add New Walter.
The app opens the camera scanner and displays a scan area. A torch control is available when needed.
The customer scans the access QR supplied for the purchased Walter.
The app parses the QR payload and checks its structure, device ID, token format, and expiry.
The app sends a claim request containing the validated device and token information.
server rules re-check authentication, device state, token validity, and ownership conditions before allowing the claim.
If accepted, Walter is linked to the customer account and the QR claim is consumed or disabled.
The app shows a success message and the device appears in My Walters.
Invalid QR behavior
An empty or damaged code is rejected.
A code for another device is rejected.
An expired code is rejected.
A code that has already been consumed is rejected.
A user cannot register by typing a factory credential into the normal customer flow.
A cancelled scanner returns without creating a registration or success state.
Staff lookup mode
Staff can use a separate read-only device identity scan for installation and service lookup. This mode can show connection, status, customer, and chip information, but it must not consume a customer access QR or claim a Walter for the staff account.


6. Motor safety, voice, security, and production
Motor safety rules
The Base Node is deliberately conservative. It drives the relay OFF before Wi-Fi or the servers starts. It only accepts explicit, correctly formed, current commands. It rejects malformed, duplicate, stale, or expired commands.
Pump starts only after the Base Node validates the request.
Pump stops when the tank reaches the full threshold.
Pump stops when sensor information is stale or invalid.
Pump stops when a command expires.
Pump stops when maximum configured runtime is reached.
Pump remains off when the Base Node cannot verify safe conditions.
Internet or the servers failure is never used as a reason to start the motor.
For a real installation, the ESP32 should not switch mains pump power directly. The installation should use an appropriately rated isolated contactor, overload protection, enclosure, manual disconnect, and qualified electrical work.
Voice, audio, and LCD behavior
The Main Node gives onsite feedback even when the user is not looking at the phone. The LCD can present tank percentage, motor state, network state, and warning messages. Audio tracks or announcements can report important state changes such as startup, low level, pump activity, sensor failure, or other configured alerts. The customer can disable audio announcements from Device Settings.
Security and roles
Walter separates customer, staff, boss, and device-node permissions. A customer can read authorized device information and request approved motor actions. Staff can work with assigned installation or support tasks. Boss users can manage factory, QR, staff, and operational workflows. Device nodes can write only to the paths belonging to their role.
The Top Node cannot write motor status. The Base Node cannot write tank sensor data. An unrelated user cannot read another customer’s device. A linked user can read an authorized device without changing its primary owner. Sensitive operations are recorded for audit and support.
Offline and error behavior
Walter uses timestamps and heartbeats to identify stale values. The app shows unavailable or offline status instead of presenting old sensor data as live. The hardware continues its bounded network reconnection behavior without blocking core sensor and safety loops. Startup problems provide a retry path, and failed save, registration, or motor operations show clear user feedback.
Manufacturing and commissioning
Before customer use, each Walter is prepared with three node identities and the correct role assignment. The Top, Main, and Base hardware are associated with one Walter ID. Commissioning records the association so a node cannot silently join a different Walter. The customer-facing app never needs to expose the private provisioning values.


7. Complete user journey and final summary
From factory to customer
The three ESP32 nodes are prepared and assigned their roles.
The Top Node is installed at the tank sensor position, the Main Node at the local display/audio position, and the Base Node at the isolated motor-control position.
The device is commissioned and its approved configuration is saved.
The Boss or authorized operator creates a short-lived access QR.
The customer signs in to the app and scans the QR.
The customer sees the Walter in My Walters and opens the dashboard.
The customer reviews live level, pump state, health, analytics, settings, and alerts.
The Base Node continues to enforce safety for every motor request.
What the customer can understand at a glance
Is my Walter online?
How full is the tank?
How much water remains?
Is the pump ON or OFF?
Is the sensor healthy?
When did Walter last update?
Are all three nodes reporting?
How much water was used over seven days?
Is the pump in manual or automatic mode?
Why did the motor stop?
Is the device configured for my tank?
Can I contact support or unlink the device?
What Walter does not expose in this guide
This document does not include private passwords, authentication tokens, service-account keys, private signing material, secret configuration files, or production-only credential values. Those items belong only in controlled manufacturing and deployment storage. The product can be fully understood from its behavior and controls without revealing them.
Final summary
Walter is a complete smart water product rather than a single sensor. The Top Node measures tank water, the Main Node provides local LCD and audio feedback, and the Base Node controls the pump relay with local safety authority. The our Walter app gives the customer a clear view of live monitoring, analytics, controls, device information, setup settings, alerts, and ownership.
The QR flow makes registration easy: a trusted operator issues a device-specific short-lived code, the customer scans it after signing in, the app validates it, the servers checks it again, and the Walter becomes linked to the account only when all rules pass. The pump flow is equally deliberate: the app can request a change, but the Base Node decides whether the real motor is allowed to run.
In simple terms, Walter helps a person know what is happening with their water system, gives them useful control, and protects the pump when information is missing or conditions are unsafe. It is designed for clear ownership, practical daily use, local feedback, secure operation, and future commercial deployment.
8. Customer App Walter Selection and Navigation
The latest customer app uses a clear selection-first journey. Every time the customer opens the app, the app authenticates the customer, loads the Walters that the customer is allowed to access, and opens the My Walters selection screen. The app does not automatically open the first Walter, choose a random Walter, or assume that one device should always be active.
The customer journey is: App Launch -> My Walters -> Choose a Walter -> Walter Dashboard -> Exit -> My Walters.
My Walters is now the main Walter selection screen. It shows all Walters linked to the customer account. A customer can have zero, one, or many Walters, such as WTR-0001, WTR-0002, and WTR-0003. Each Walter is shown as its own selectable card with the available device information, such as name, device ID, online or offline state, water level, location, and last update.
If the customer has no registered Walters, the existing empty state remains available and provides the option to add a Walter. If the customer has one Walter, it is still shown in My Walters and the customer explicitly selects it. If the customer has several Walters, the customer chooses exactly which one to view.
When a customer selects a Walter, the app stores that exact Walter ID as the active selection. The dashboard then uses that selected ID for every Walter-specific screen. For example, selecting WTR-0002 means that Home, Usage, Alerts, settings, complaints, and other device actions use WTR-0002 only. Information from another Walter is not used as a fallback.
The selected Walter dashboard keeps the existing customer features. Home shows live tank and pump information, Usage shows the selected Walter usage history, Alerts shows alerts for the selected Walter, and Profile-related Walter actions use the selected device when one is active. The dashboard title and device information make it clear which Walter is currently being viewed.
To leave a selected Walter, the customer taps My Walters in the navigation. The active selection is cleared and the app returns to the Walter selection screen. The previous dashboard is no longer active. The customer can then select another Walter and repeat the process as often as needed.
This design prevents cross-Walter confusion. The app does not use the first returned device as the active device. It does not keep an old device selected after the customer exits. Each screen is created with the current selected Walter ID, so the correct live information, usage, alerts, settings, and support actions stay together.
After a customer scans a valid registration QR, the app confirms that the Walter was registered successfully and tells the customer to close and restart the app. The app does not pretend that installation or approval is complete before the existing process confirms it. After restart, the app loads the authorized Walters again and shows My Walters, where the customer can select the approved device.
1. Authenticate the customer.
2. Load all authorized Walters.
3. Show My Walters.
4. Wait for an explicit Walter selection.
5. Open the selected Walter dashboard.
6. Use the selected Walter ID for Home, Usage, Alerts, Profile actions, settings, and support.
7. Clear the selection when the customer exits back to My Walters.
Customer navigation flow
End of Walter Details
